Top Ten Microsoft 365 Business Premium Day
1 Security Settings

Ten settings that you can configure on Day 1 with your Microsoft 365 Business
Premium subscription to protect your business from cyber threats.

1. CONDITIONAL ACCESS POLICIES
There are several common conditional access policies that can be implemented on Day 1 — start here.

e Multi-Factor Authentication. Setup multifactor authentication for all users. MFA strengthens
security by adding an extra layer on top of your typical method of just a password for account
access. Even if a password becomes compromised, an additional factor is still required to gain
access which allows the account to remain secure.

e Block Legacy Authentication. Due to the increased risk associated with legacy authentication
protocols, Microsoft recommends that organizations block authentication requests using these
protocols and require modern authentication. (Note, you should first check to ensure no
business critical functions are using legacy authentication.)

e Block Access from Foreign Countries.

2. DEDICATED ADMIN ACCOUNTS

Make sure everyday users do not have the Global Administrator Security Role in your Microsoft 365
tenant. Email is the number one attack vector for cyber threats. If a user has an email account, and they
are attacked, you don’t want that user to have Global Admin privileges which would enable threat actors
to leverage those Global Admin permissions to put your whole environment at risk. You can easily set up
dedicated admin accounts (they don’t require additional licenses) to administer your environment.

3. PRESET SECURITY POLICIES

Enable Preset Security Policies. Easily configure protection by applying all policies at once using
Microsoft’s recommended protection templates. As the threat landscape continues to evolve, preset
security policies are designed to help your organization stay in a secure posture with Microsoft
recommended security controls and settings. These policies include anti-spam, anti-malware, anti-
phishing, safe attachments, and safe links. More info on Preset Security Policies and details of the policy
settings.
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Exchange Online Protection (EOP)

e Anti-Malware

e Anti-Spam

e Advanced Spam Filter

e Outbound Spam (note that the preset policies now block automatic email forwarding to external
domains — reference.)

e EOP Anti-phishing (including anti-spoofing)

Microsoft Defender for Office 365

e Anti-phishing policies in Microsoft Defender for Office 365 (including impersonation settings and
advanced phishing thresholds)

e Safe Attachments

e Safe Links

If you are not using Preset Security Policies, then use the Configuration Analyzer to compare your
configuration settings against the Standard or Strict preset policies.

4. CONFIRM EMAIL AUTHENTICATION SETTINGS

Ensure SPF, DKIM, and DMARC records are correctly configured. This will help improve email
deliverability and protect your domain reputation. Domain Keys Identified Mail (DKIM) is an
authentication process that can help protect both senders and recipients from forged and phishing
email. Add DKIM signatures to your domains so recipients know that email messages actually came from
users in your organization and weren't modified after they were sent.

5. TURN ON DEFENDER FOR OFFICE 365 FOR SHAREPOINT, ONEDRIVE, AND MICROSOFT TEAMS

This setting is in Global settings for Safe Attachments. If a file in any SharePoint, OneDrive, or Microsoft
Teams library is identified as malicious, Safe Attachments will prevent users from opening and
downloading the file. Reference.

6. BLOCK USE OF INTERNET EXPLORER IN YOUR ORGANIZATION

Internet Explorer 11 has been retired and is no longer supported. To make sure that your users can still
run legacy web apps that rely on Internet Explorer, this setup guide will help you move those users over
to Microsoft Edge with Internet Explorer mode. There is a setup wizard to apply this setting in Microsoft
365 Admin Center https://admin.microsoft.com

7. BACK UP IMPORTANT PC FOLDERS TO ONEDRIVE

Back up your Desktop, Documents, and Pictures folders to OneDrive, so they’re protected and available
on other devices. Every computer has standard folders such as Desktop, Documents, Music, Pictures,
and Videos which you probably use but might not be included in your OneDrive. By backing up these
folders to your OneDrive, they're protected and available across all your devices.
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8. REDUCE THE ATTACK SURFACE FOR MICROSOFT TEAMS.

Microsoft Teams is a widely used collaboration tool, where many users are now spending their time.
Attackers know this and are pivoting. You can take some steps to reduce the risk of Teams being
exploited, such as turning on Microsoft Defender for Office 365 in Teams, restricting channel email
messages to approved domains, managing third party storage options, disabling third-party and custom
apps, configuring meeting settings, limiting domains for external access, and more. Reference.

e Turn on Microsoft Defender for Office 365 in Teams — see No. 5 above.
e Restricting channel email messages to approved domains.

e Managing third-party storage options.

e Disabling third-party and custom apps.

e Secure configuration of meetings settings.

e Limit domains for external access.

9. DEPLOY AND CONFIGURE THE REPORT MESSAGE ADD-IN FOR USERS.

The Report Message and Report Phishing add-ins for Outlook make it easy to report phishing to
Microsoft and its affiliates for analysis, along with easy triage for admins on the Submissions page. This
helps improve the detection and prevention of malicious emails and educate your users on how to spot
them.

10. SELF-SERVICE PASSWORD RESET (SSPR)

Allowing end users to reset their own passwords from the cloud, without the need for IT administrator
intervention. This helps to improve productivity and reduces the workload on the IT department by
enabling users to reset their own passwords quickly and easily. To set up Self Service Password Reset
(SSPR) in Microsoft 365, the wizard provided in the Microsoft 365 admin center should be used. The
wizard will guide you through the process of configuring the authentication methods that users will use
to verify their identity before resetting their password. You can choose from phone call, text message,
and the Microsoft Authenticator app. Once you have completed the wizard, SSPR will be enabled for
your tenant, and users will be able to reset their own passwords from the Microsoft 365 login page or
the Azure AD self-service password reset page.

Along with this setting, in the notifications area, set “Notify all admins when other admins reset their
password” to Yes.
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